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®Data Free Flow with Trust
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1. FSRAMF—EXDBE
® Japan-EU Digital Trade

® 25 EU-Japan Summit 17 July — Tokyo
A landmark moment for trade and cooperation

® E-commerce chapter of the EPAFTA agreement

Definitions

(a)"electronic authentication” means the process or act of verifying the identity of a party to an electronic
communication or transaction or ensuring the integrity of an electronic communication;

And

(b) "electronic signature" means data in electronic form which are attached to or logically associated with
other electronic data and fulfil the following requirements:

(i) that it is used by a person to confirm that the electronic data to which it relates have been created or
signed, in accordance with each Party's laws and regulations, by that person; and
(ii) that it confirms that information in the electronic data has not been altered.

% % % %j{i H 8 EU Commission& #l&kY 10



1. FSRAMF—EXDBE
® Japan-US Digital Trade

AGREEMENT BETWEEN JAPAN AND THE UNITED STATES OF AMERICA

charge equivalent to an internal tax imposed consistently with paragraph 2

CONCERNING DIGITAL TRADE

Japan and the United States of America (“the Parties”) have agreed as follows:

Article 1
Definitions

For the purposes of this Agreement:

(a) “algorithm™ means a defined sequence of steps, taken to solve a problem or obtain
aresult;

() ‘computing facilities™ means computer servers and storage devices for processing
or storing information for commercial use;

(c) ‘covered enterprise” means. with respect to a Party, an enterprise in ifs territory.
owned or controlled. directly or indirectly. by an investor of the other Party. in
existence as of the date of entry info force of this Agreement or established.
acquired. or expanded thereafter;

‘covered financial service supplier” means:

(1) a financial institution of the other Party: or

(1) a financial service supphier of the other Party, other than a financial
nstitution of the other Party. that is subject to regulation. supervision, and
licensing. authorization, or registration by a financial regulatory authority
of the Party:

‘covered person” means:

(1) covered enterprise; or

(ii)  person of the other Party:

“customs duty” includes any duty or charge of any kind imposed on of in connection
with the importation of a good. and any surtax or surcharge imposed in connection

@

of Article III of the GATT 1994;

fee or other charge in connection with the importation commensurate with
the cost of services rendered: or

(iii)  antidumping or countervailing duty;

“digital product” means a computer program. text, video, image, sound recording.
or other product that is digitally encoded. produced for commercial sale or
distribution, and that can be transmitted electronically;!

C means the process or act of venfying the identity of a
party to an electronic communication or transaction and ensuring the integrity of
an electronic communication;

. means data in electronic form that is in. affixed to, or
logically associated with an electronic document or message and that may be used
to 1dentify the signatory in relation to the electronic document or message and
indicate the signatory’s approval of the information contained in the electronic
document or message;”

“electronic transmission” or “transmiftted electronically” means a transmission

made using any electromagnetic means;

“enterprise” means any entity constituted or otherwise organized under applicable

law, whether or not for profit, and whether privately or governmentally owned or
confrolled. including any corporation, trust, partnership. sole proprietorship, joint
venfure. association. or similar organization;

“enterprise of the other Party” means an enterprise which is constituted or otherwise

organized under the law of the other Party and is engaged in substantive business
operations in the territory of the other Party:

“existing” means in effect on the date of entry into force of this Agreement;
“financial instifution” means a financial intermediary or other enterprise that is

authorized to do business and 1s regulated or supervised as a financial institution
under the law of the Party in whose territory if is located;

! A digital product does not mclude a digitized representation of a financial instrument. including money:

with such importation. but does not include any:

* For Japan, an electronic signature shall fulfill the requirement that such data can confirm that the information in the
electronic document or message has not been altered

H#: 2019512 BT AL BELY
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2. kEDOFSAMF—E XD

0 BeREXZZZBMSAMI—ER
® DFARS 252.204-7012

KEP5#EE (DoD) N2017F12AKFETIC, TRIRBCHUTNISTHNEDELFI1VUT 1 — MR KS51>
[NIST SP800-171 D8 FEHTRFLTILERE

Raytheon. Boing. Lockheed Martin etc
EFIUT1 K

KDoDZ2#%E
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|
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l
|
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|
|
|
|

|
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|
|
|
|
|
nE |
1
1
1
1
1
|
|
|

1054
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.
ERXREBOBRESH SFERDENTNS
e ]
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iR DFARS : Defense Federal Acquisition Regulation Supplement 13
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3. EUDRSRMF—E RDIK;

o HEREERZZABMAM—EXR

® ¢elIDAS Regulation

® 2012F6 AEREAR — 2014F9RRK
Regulation (EU) No910/2014 of the European Parliament and of the

Council of 23July 2014 on
electronic identification and trust services for electronic transactions in

the internal market and repealing Directive 1999/93/EC

electronic Identification, Authentication and Signature Regulation

<EFELET BNBESRUVEBERESIES1999/93/EC>%4 LESE

o HiY
MDEUIZ$ T BDigital Single Market® % B
QEFmMEIITHITHEHEMRARLETFILDORE

Building trust in the online environment is key to economic and social
development. Lack of trust, in particular because of a perceived lack of legal
certainty, makes consumers, businesses and public authorities hesitate to carry
out transactions electronically and to adopt new services.

Y YN 18
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® FNSRM—ERENSAMNZ ) r—30H—EX
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H—EX
‘trust service’ means an electronic service
normally provided for remuneration which
consists of:
(a)the creation, verification, and validation of
electronic signatures, electronic seals or
electronic time stamps, electronic registered
delivery services and certificates related to
those services, or
(b)the creation, verification and validation of
certificates for website authentication; or
(c) the preservation of electronic signatures,
seals or certificates related to those
services;
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4. ENREDFSAN—E XD

OHXK A4+ /\—FIE | |®EU : elDAS Regulation
« elD: YL F/N—  elD : electronic IDentification
- A : FAHEAEHA « A : eAuthentication
. S : BFEH « S : eSignature

o NHIE AR Y —E XICBET 5% (20025 12H 138 1)
- BFERA-BFRIEICRSMALNKXFAKDEREERICET 5%
(A HEANBREE)
¢ AVARYIMEBLTRE - BRELTRERETELTIEHIC,
fAIc&BEYTELRBOEFTF—2AEERPTHEA
ShTWVEWCEERET 5= DHEE
O EFE 4% (200045831 HA )
- BFERARUBIEKICET S5
- BRERNE228411E
X EZ, ZORIAEETHHELMBALLETAIE SN,

Y YN 23




4. ENREDFSAN—E XD

® EHEZRICEDSEFZEIFIE(2000£4H198 227R)

BEERHEZFRETLHEHTED, EFEIGIFICR T R -EEYE
DEBLLT, BEARTEFIIHL, BITOENSFEAEICNA TABSEE
BEZH1TT 55 EZ2000FE10A LYSER
RE, BAERNTIEHN4005EADER

— 400755 AMTHB to B EFENG I OFARENBESNT-
EBEOBRIERAEDFE
— RAREBENEELTOARIE(HEESh TR L) EEEHA
— FARARRERINATLEL (BESNELY)
- BEARREBOAICRIT(—ADZEARTRELNEHZLEZT)
— BEEBEDSH, UTORBRERLH

s BEEBEIEEW

© KIEFEIEE-5FHH
- REREOER
- RRAEDKA
- EESEmR4A

- BERFRICEENELIGSICIXAFARIEASTMNALIISNSD

Y YN 24



4. EARED A F—E XDIK;
o NE A B E D —BPHRIEIZDUNT

EEEDT . — )
TTBURBEFICIR 5 T L = AR AGREE Y — EXDXREREEBBEEAILK
_ (FREEQHEZ. THRHEFLTTERREREENMLX) y
i—:
BiiE _ @A [BE A (1)) ] )
y | ELABFIERAEICMA.
=] / *]ﬁ%ﬁ%ﬁ%%ﬁﬂﬂ%&ﬁgﬁ
ErE ; OBLREFIVE
75 e AR . : ® BAESH—F BTEE | -
@ otz i 4@; ? d—-;rl?-E—Jah» DFATRIR IS _ SN o -
B ! N g |4 (mmEsE HRE (BX
¥ Sl BERTE ARHED)
2 Relcod4 Y B i
v (ID = /SR — FARKIE 4 _ D AV —Fy FTRFXEERIET SBLE
% . @ BFIHEZL I, ELRBTHRELH T, XELXHTAS
2 s T RITELORRE) et RTOELOESOBERIT S L0TE i
-~ N J*
B N OFIEELHAETINE
i L — EFRREES |
= 7= A | =
BTANE BTN OEFINEE i
KHEH ;ﬁ 21T _ AF?EE%;;%?
< | EAmm ]e o
|
@A 4 7R & AT
FEERY b IR R T : «rpa—*; rzﬁﬁggﬁtgf, ﬂ%ﬁ
S, = LisEA~ TS SIEAAEFREAE ( 4 DEEFHEL) Z=H
WARKERRHRS R T LER & WCHBEAATHS = & T HHMH

((RER(3))

23

B e 2 B 2 T4 SRRV TOMERIR - RS LRSS AN &Y 25



4. EREDOMSAN—E XD

® A - EUDEHIE DL

- AHENRI S BPELE | BEBERCESC | BREERE
Regulation EBFRBIEHE

EFE4
DN @)

EZWil
EA) O O

BALLARZST O O IBIELEDETTFE

BN
(Leagal Entity) O oL TEL CHIE/LHEE

eSeal

X P
GEN) o) o)

B 75260
GEN) O

EHOENEUEERLARILTORHRLEEZT H=HICIE.
EHIETOERBRHEEEENDERAARTHS,

Y YN




7.

8.

HX

FSRAMF—ERDOHME

RKEDFSRAMF—ERDRHR

EUDFSRAMF—ERD KR

ENEOFRAM—EZRDKR

Society5.0~DrSRAM—E XD F|FF

DXEZXZZABDMNSAMF—ERNDER

rFRAMF—ERDOEKREEEEEE
BUE~DIRE

Y YN

27



5. Society5.0~NDFSAMNF—EXDFIIER
® Society5.0(BAV—MIER) TSV IH—LAA—D

OEEEE2015TESHIEI1IS AT LADSE [EEEBRTESATA] [TxRILF—INU1—
FI—>omidEit]l FEREDDIKDIAFTAl ZAFS AT LAEUTEHE,
s A5 ALEEGAEED., FHiZR@EEEIE.

O$F=IMEE - Y—EXBIHDOBRERBIT—IN—IAEE(HF

OBBERI (AL, R2Y hD—240li. EvOF—S8@Biriings) ot

® [Society 5.017'5Y R IA—LIBROA A=
OEERIIE 2D, AL BV U5 — IR,

A N\—tF 1 VU7« HiliFD=R(E

. HAan ;R
ZY—bhJ—FK a HETRL sk 0 3%
I 7 F 1 5E H—EZX - A els by
29—k FI-Y3AThA S2A5h HPSATA B 56 - Jss
EEIATA IATA ID
RIS AR 1223
TSyRIA—h 2 HISEBIZTA A Cﬁ/ZTAtDml'"{I:L_
' BIBDT—HIN—ABEL,
EBE A7 LAEITHER

:" DEFENDT —FNR—2R
""""" aw . OEDHORE

OFRDI AT hiZBH(CRATZ
BIEA>F—TJI1T—A

o S0 BATEEES & EIREE LD J 5T 4—2v hoikst
o 5 El - ﬂﬁﬂiﬁ@?ﬁﬁtﬁ“ﬂﬂﬁﬁ@ﬁﬂﬁ X
L Y-l

XSEED e —AR— X FSZEH

o HE: BEMPET- M/ R—La LB EERBEEMRES
Y YN S RT L E R ke st 28



5. Society5.0~ND S A F—E XD FI;EH

® APIAX

TARAREREET. TAZEALEANEEOS W7 T ) r—a gz A, T2
ZROTFOILTHEELIZ. EWLOTVRICERO L, 7T)r—3 0 THYRAADOTNAPIA R

TiR#ET 5.
-
| ZxEOEBHEX FoO—URTEE HEIWSHFFT) Rdbagmry -
*‘5" FEEEEEBTF ) aee FF1) aus
i wEy—5 | (mEy—s | T-SXNERESHLBELLI=ZNA
T s __J SSSLF—— ART—SLAREEANENTIIEE
3 = —5 M = —5 | F—H1EEHEDET. TIVr—asER
5 m?lul TM n =
(SPARQL#E#R> T1)) (SPARQL#E#RL 24 2) F&:ﬁmﬂm
¥ HEER
I
% F—ahsny | | @
BROE T APESTY .
# oFzg (EERAL LA A
E EEE! ;t_m Fllllm
& ) | I
B L
W

T Ed K3
é Ri s B 175

N .

| Pl e

WEF BARER Y4 15—t F1)T4F

F—% F—45 F—%

[F—54) [F—5%) [F—541)

- R E - AREHT—5 - BTSN
CEEHEELYY) - A8 FHF—2WN) - RENE I
- WESN(IAXA) ABARSHEXML  (EETEAEMIC
-WESNEENW - EHEMNE DHEE) -

- ERBAH - HALEA FS 5 N

R CENKRNE

Y YN

HL R T SR A ERERTES LY 29



5. Society5.0~ND S A F—E XD FI;EH
0 X aTF7T—AXEFTRAERD7I/EAFHH&APIAFR

TARAREREET. TAZEALEANEEOS W7 T ) r—a gz A, T2
ZROTFOILTHEELIZ. EWLOTVRICERO L, 7T)r—3 0 THYRAADOTNAPIA R
TR#tT 5.

> GE> G D

?
I AEOBBORE KO- RiTHHE .':HJEIH!HB?T:*"J MrheEEF ) "
% BRRERTTY - FTY -

F —

F—5 | |lwEF—4 FSANEREENSMBLI = RFA
SR e AT —SILHAER RN ENT S NS

~ _ _ FIFFTRET—S I — _ 3 ;—MEHaﬁ-hEt FHVr—as %%
H*E i
7R vt (SPARGLARL %) BT o074}

: JOUFIVRIF(F—4 AR EREROLEAP) HEE
@ @ - a 3
% gﬁ!‘f FEJEE 4 ﬁ?ﬁi;ﬁ
E Etfz! F—%) Hﬂn
& £ I I
B L
W
_ FE: EA BAERER YA 1i—EFa1)F1 R
[ SP | SP T8 F—A F—4
K53 R 477 [F—481) [F—4%1) [F—441)
- HERBE - AEEMT—4 - RE NS
- EEHE(E) - WEFHT—AWN) - BEME I
= NB - REEM(IAXA) - @8 Fr RS S XML ({EHET=28MI-
| sPictoTo - HEEN(HENW) - ELHE AR OHBHE) -
FaipE - BRUBH R Y ]
B - BOIES 0

B K Ho R T —aREERLETESLY 30



5. Society5.0~ND S AMF—E XD HI;ER

e 7/ X &&APIAFK
X2 )TADBERNG, APIARZH AT SEIL. FIAEO7 /X HFEANDE

SonlLEE g
(Authentication)

wnaﬁ»w»

HEREE

(Authorization)
(wWR)JnEya=>y

ASHL—33YiRR

CH#REEISRL—>3a> Y41 hOAD

7ot

A
P
|

>X

IVT v VARFRES

Y YN

e Rk o3 b D S — L <

> ASKL—>3>y
H41bh®

a5 —33>
Ly B4 b2

SRV —3a>Yv M. REMTOREEEET

HETBIRIBRIRNT S, BAMICIE, J71IL3EE,

XEESH, Ry ;EE TOCAEHE, V-T2,

BRTYL1VEOYTSAFI-TOUTIIMA

TOE$ROPHED

PREWEEETIREL TS,

KBTI, ARDEREMNHREL TEXostartt
MForumPasséW5YU1—-33a>&BHLTH
%o

31



7.

8.

HX

FSRAMF—ERDOHME

RKEDFSRAMF—ERDRHR

EUDFSRAMF—ERD KR

ENEOFRAM—EZRDKR

Society5.0~DrSRAMF—E XD FEF

DXEZXZZABDNSAMF—ERNDER

rFRAMF—ERDOEKREEEEEE
BUE~DIRE

Y YN

32



6. DXEXZABFFAMF—ERDEH

e ErET—E2NDRS

T —4: Data Classification

Ek: Security Clearance

)

A

)

B

Y YN

T O R l{#E7zE R >

]

BEER

ol

BRBIEER

g@
E
#

ol

HURLMER

33



6. DX2XABHNSAMF—ERNDEH

N X175
. ESHEEFESELARILOF—E~THIER

* ID: Identify — authentication — authorization

Security Clearance

ID
| BT
A 1 RAFnN—

2 E&ID 3

3 SRID 2 or 3

4 mEAID 1

)

B

NIST SP800-63-3

Y YN 34



6. DXEXZABFFAMF—ERDEH

o T—ANDRXS
o ERHVEEAISVATLEETOIER*EEET M. WEHEHE

N
DEEHENDE .
Classified ._Unclassified |
Japan B e s BV RLNER
P Kimitsu Gokuhi Hi Toriatsukaichuui
us Top Secret Secret Confidential For Official Use Only
UK TOP SECRET SECRET OFFICIAL-SENSITIVE OFFICIAL
EU EU TOP SECRET EU SECRET EU CONFIDENTIAL EU RESTRICTED
o REDHI

® Classified Information
® Control Unclassified Information

® Unclassified Information

JE E FE LK 42 HH#: NISPOM Appendix B https://en.wikipedia.org/wiki/Classified_information 35




6. DX2XABHNSAMF—ERNDEH

@ URTLTSIYNIFH—LT—XTH5

ID I“

1 RAF2nN—
po e
3 S/ID 2 or 3

A

%

TR &APIA R
l“
4 ‘A ID

B
Y YN

T

/ SRTLTSY |~77l'—.L\

%%F
it || 7T

AN
= = s
AEE:
s 5| =
_g%

{ F




7.

8.

HX

FSRAMF—ERDOHME

RKEDFSRAMF—ERDRHR

EUDFSRAMF—ERD KR

ENEOFRAM—EZRDKR

Society5.0~DrSRAMF—E XD FEF

DXEZXZZABDMNSAMF—ERNDER

FSRAMF—ERDOEREEEEER
BUE~DIRE

Y YN

37



7. NS AMF— “Z@IB%*EEE}EE@

L JN= Eﬂé:{.:.ﬁj o))b—)bk%(v-—%u.ﬁltll!%*ﬁ
—975 1‘%5'.%&%_‘— FHo Tl -

H * Py -Qﬁ»z:mk‘

FSANTF T —S A B —E 2 (%783)
BtoB BtoC etc

s e a5
StoB nR@E || RER
5

BTEF || on

NSRRTF—SE o
PR, AT etc 7

MR —ERE

(elD, EFREE. EFEARA. ZMLREIVT,
e—)L,eTVI\|)—, HxTH A EREE. etc)

Y YN 38



7. FSARAMF—EXRDOEEREEEEE
OERHHEEHEICLB AN —EREBDIER

f

H
%
\

Digital Agency

- ﬁ l S,

JBCA

RS NGB . |
7 ,Qf?ggCeﬂlflcauﬂh(gcf i
= P

=

L

\

L

Commercial
BCA

or)
0O
>
B ety

JPKI LGPKI
BCA BCA
] rospac Power \ Automoti
industry| | industry | | industry
BCA BCA BCA

CA for private sector
(Bridge-Type)

i\ CA for public sector

Trust
List

CA for private sector

(Trust-List-Type)

Y YN

)

39



7. NS AMF—EXDOEREEEHEER
o HA-RE-EUDFSAM—E REMD LB

o ax | xm

T3

REFRE f)
TR

HERE

o TURAIREREICEALTIE., XkELOEEREEEEDEE
o FUAIHESEREICELTIX. EULOEREE EHEDIESE

Y YN 40




7. NS AMF—EXDOEREEEHEER
® AKX -KE-EUDISRAMF—E RXEFEHFHID LB

e ek sm

R e O /\ O

GD-CONNECT TU4ILFr (%) GSA

meammeny () X O

ETSI EREMEER(E)  NIST

EXEBRELHE T, ERERNTREHMETHS
= RRMARER (RFF) DBFHIALHABEFRRTH D

Y YN




7.

8.

HX

FSRAMF—ERDOHME

RKEDFSRAMF—ERDRHR

EUDFSRAMF—ERD KR

ENEOFRAM—EZRDKR

Society5.0~DrSRAMF—E XD FEF

DXEZXZZABDMNSAMF—ERNDER

rFRAMF—ERDOEKREEEEEE
BERE~DIRE

Y YN

42



8. BER~NDRE

ERIEDEE:

FSAMERE (RF5) DFIE
FREEERTRER =T OV AT LOEE:

« TUBIWRERBEICENVWTI, RKEDPIVHEDTOFILO AT LFED

HE

« TUANKHEEREIZHELTIE, EUDeIDAS RegulationtB 4 DT 4L

DATLEDEE

- EREEICEBMLEVWAS/NTREZERTEIENEE

EREiriRE B O ZRE:

o FKFIEET O AT LEETSEREMIZER (RFF) DRI
« {5:3ENIST. EU ETSIZ

EFDRESD . T—FDRE T DER:

o XaATA-DUTIUADER
 Classified Information, Controlled Unclassified Information.

Unclassified Information&E ) T—4X 5 DER

Y YN 43



	スライド番号 1
	スライド番号 2
	スライド番号 3
	スライド番号 4
	スライド番号 5
	スライド番号 6
	スライド番号 7
	スライド番号 8
	スライド番号 9
	スライド番号 10
	スライド番号 11
	スライド番号 12
	安全保障を支えるトラストサービス
	スライド番号 14
	スライド番号 15
	スライド番号 16
	スライド番号 17
	スライド番号 18
	eSignature DirectiveからeIDAS Regulationへ
	トラストサービスとトラストアプリケーションサービス
	EUにおけるトラストサービスの枠組み
	スライド番号 22
	スライド番号 23
	スライド番号 24
	スライド番号 25
	スライド番号 26
	スライド番号 27
	スライド番号 28
	スライド番号 29
	スライド番号 30
	スライド番号 31
	スライド番号 32
	スライド番号 33
	スライド番号 34
	スライド番号 35
	スライド番号 36
	スライド番号 37
	スライド番号 38
	スライド番号 39
	スライド番号 40
	スライド番号 41
	スライド番号 42
	スライド番号 43

